MOAT Notes # 2

Steve Pullen’s August 22, 2006 email to the agency regarding
MOAT:

As has been previously announced the Department of Juvenile
Justice will be implementing mandatory IT Security Awareness
Training in September. This training is mandated by the state’s
Information Technology Security Standard (ITRM Standard
SEC501-01, Effective Date: July 1, 2006).

MOAT - Managed.Ongoing.Awarenes

DJJ will be using MOAT (Managed.Ongoing. Awareness.Tools), a completely integrated web-based
system, to provide for full compliance with the standards — including email notifications, reporting,
legal-acceptance, etc.

Completion of the training within a given timeframe is required for continued access to the DJJ
Network. The timeframe for current employees is 30 calendar days from the receipt of the MOAT
notification email and email with the user’s password (two separate emails).

Failure to complete the training in the assigned time will result in an immediate disabling of the user’s
network account. This may impact the user’s ability to perform his or her job duties so it is absolutely
critical to complete the training in the required time. Supervisors who have staff out for an extended
leave period should notify Doug Mack when your organizational unit receives notification your
training time has begun.

Further information regarding the IT Security Awareness Training will be provided by Douglas Mack
over the next couple of weeks.
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MOAT Screens from DJJ Information Technology, Volume 7, Issue 6

As an introduction to MOAT itself, we will take a look at several of the key screens that the MOAT-
user will see.

The screen below is the first screen of the “Information Security” “module” in MOAT. Each
“module” has several “lessons” in it.

@ https://sat. vita. virginia.gov - MOAT :: Awareness Tools for Business and Government - Microsoft Internet Explorer provided by V

MOAT : i
————— ' Module Name . )
/ Awareness 3 Information Security

Creates

; ation Security - Module Objectives
-- Security : = ;

Modules --
®Information After reviewing this module you WI"

gecurlty " Understand the growin |mportance of information security

Roles & + More easily recognize electronic and non-electronic data

Responsibilitie- » Realize the importance of information access and proper information disposal
OF|ectronic & + Understand how encryption can protect information

formation Security is everyone's responsibility, ;:

Non-Electronic \ This module should take 10-20 minutes to complete,
Data -

°Information e ugstions about the information contained in this module to your Supervisor or Security /Privacy Officer.

Handling
©Encryption
O|nformaticn

Security Best

Practices

%Internet
Security
°E-mail &
Viruses
©Social
Hacking
°DJJ Vault

To begin, click on a lesson under Information Security]

Lessons within a Module

- - BOOK
NEXT  HELP GLOSSARY TOOLS MARK EXIT

The name of the module, “Information Security,” (Green Arrows) which has been selected from the
menu on the left of the screen, appears twice on the page itself. (Blue Arrows)

The objectives of each module are listed on the first page of the module. (Orange Arrow)

To continue, select a lesson from the menu on the left such as “Roles & Responsibilities.” (Pink
Arrows)
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The screen below is taken from within one of the lessons.

@ https://sat.vita. virginia.gov - MOAT :: Awareness Tools for Business and Government - Microsoft Internet Explorer provided by V E]@
What is at Risk?

Nearl\ﬁ everyone has access to or handles sensitive information in one form or another,
The challenge is sometimes realizing what types of information are sensitive and how you
must handle the information you have access to.

Mo matter what, it is important to understand that you are responsible for protecting all types of information and that the risks are
real.

8 Gl Detiniti
— of the more obvious risks such as someone

For example,
or money. Other common risks include

-- Securit
y stealing trade

Modules --

. roductivity Iq :’;{iﬁi“mgram o ——— down_for one or more days or if you have to
Information FINg 1IN OUTSI ‘senice or destroy data. Viruses may infect asty [virus| network intrusion.

A otherfiles, boot sectors of hard disks and
secu”ty Just as impartant a atternptto spread using netwarks, diskettes ustomers, loss of trust 3

e Roles & shareholder value. andmaliSystams.
Responsibilities
OElectronic &

mage to your brand name or
Placing the mouse over a
highlighted word will bring up
the Glossary Definition for it.

You do not want to e OTe pETEOT Tat TaUsEs TESE TYPEE UlLesulis,

TR Y M=

A-B:C-D-E-E-G-H-|-J-K-L-M-N-0-P-Q-B-5-T-U-¥-W-X-¥-F

/) Access control
etV I Ccritrolfing o can access alocasion or computer systom. Examples of Access Cantiols are passwards.
[T ETTET T << e screen savers and prosiity sards.

Information  Prsse- ontrol taken
_Security ot generates 2 unlgue, ssndom code idertifying & Lser duing an sutherication
Clntemat . wvloh'\m wsed 1o AcCOMPany 8 passwoel, 'II» token may be a cledt carl e
Sacurfty
g
E_‘““” 3 wax malicious l:ommls
Viruses 2 for use In creating active graphics, scunds snd other

N e S AR Clicking on "Glossary" af the bottom

Eincking Antiirus Softwars

B e A A Tt of the page will bring up the first

Autheniication

The process fveltng the idens ol use. Thismay b hroigh the use o a passiord,anothe scress. fh Gl )
il il e detn age o e Glossary.
Autoreply

A hinclion of yous a-mad progeam thal allews yor to progeamm w1 astomalc rephy o armew Mmassage, This s

generally used when scrme cne vill be cut of fhe office af o vacation. Ghing cut tao much Information In 2n

silereply can ba dangerous,

BOOK
GLOSSARY = TOOLS MARK

PREV

NEXT  HELP EXIT

é e Internet

M'I @ Moat Return to Login ... I a hittps: st vika.virgin. .. . | Hﬁg @0 m B:31 PM

If you place the mouse over a highlighted text in the lesson a definition from MOAT’s “Glossary”
will pop up. In the screen above, the mouse was placed over the word “virus” and the definition
popped up - allowing you to see the definition without leaving the text screen.

The complete Glossary can be accessed by clicking on the “Glossary” link at the bottom of the
screen. Doing this will take the user away from the lesson text page and directly to the Glossary.

The Glossary can be searched alphabetically. For example, you might know what a “zombie” is in
horror movies but have no idea what it is in information technology. All you need to do is click on
“Z” at the top of the page and you will be taken to the “Z” page.

What is a “zombie?” “A computer that has been compromised by an outside entity in order to be
used for malicious purposes. Oftentimes in an attack against another network. The Distributed
Denial of Service attacks against e-Bay and Ameritrade in 2000 used Zombies.”

Do you need to know all of the definitions in the Glossary? No.
Are there tests in MOAT? Yes.
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You must answer all questions correctly for a lesson in order for it to be considered completed.
But, do not worry. The questions are very basic and may be True/False as the example below.

<I/sat.vita. virginia.gov - MOAT :: Awareness Tools for Business and Government - Microsoft Internet Explorer provided by V E]

M 0 AT Question/Statement:

Protecting electronic data and non-electronic data requires additional and ongoing efforts extending outside the physical walls
f Awareness of your organization,

Creates
» Selecting the answer will bring up a
o SHIEE, C True : ., b ) i
O Fatse screen telling you if you are correct.

-- Security

Modules --

ot vita, Vil gina.gay - WOAT :: Awaronass Toaks fo1 fursiness and Govel nment - Miciasets Internat Explorar pgvided By ¥ ==
MOAT
i etactranis g5t ard ran-electranin dats requres adggfingl and sngnng efforts eatenting putsice the ahysicsl wals
Awareness Ao,
Creates
Selectihe bazt answer:
“VouEslocled Toe
2 szt lectranic chom motsle, of s requres sgtanal
Cacliit #Torlz and besi prachzez sulzde the wallz o your seganizstion
¥ hetpe:dfatvita virginta.gev - MOAT - Awaronass Taak fer Business and Gavoramant - Micrazsft bnternot Eeplarar provided by ¥ =oE

Modules — HEXT.

®Information . MOAT
§§:1:s";y wu_mness
Responsibilities Croates
®Electranic & Doua Mack m
Mon-Electronic
Data 4
© Information ;‘ Sdec:.l Ity Congratulations!
oHanﬁIln? - H @ ? s 8:' i You have reached the end of the lesson
[ it is correct and is the last nformation :
Information Security If you have 1'nswereld }II test uistlons :onecth. you will
Security Best . YRoles & * not be required to visit this lesson again.
el cstion for the lesson the e
“Internet 5 g SElectronic &
Security OHgf‘(lful(lflC?nS Screen -”qll gan—Eiectmnic To proceed, please click the next lesson or preceed to another medule.
°E-mail & ata

Olnformation
Handling

9 Encryplion

Sinformation

Viruses e up

“Social
Hacking
©pJd Vault Securlty Best
Practices
OInternet

Security
CE-mail &
Viruses

Hacking
°DJJ Vault

“Social
Hacking

Fage 4 of °DJJ Vault

@ Done

& cone B wwemet

The question on the screen above is “Protecting electronic data and non-electronic data requires
additional and ongoing efforts extending outside the physical walls of your organization.” True or
False?

If you submit the correct answer to the question, in this case “True,” the next screen will tell you
your answer is correct.

If your answer is incorrect your next screen will tell you your answer is incorrect. When you click
the “NEXT” button a pop-up message will say “You missed one or more questions. E-Moat will re-
start the lesson now.” There will be an “OK” button to click.

If your answer has been correct and the question is the last one for the lesson, your next screen will
be the “Congratulations” screen.
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All of the modules listed on the menu on the left side of the MOAT screens, with the exception of
the last one, contain “general” rather than “agency-specific” information. The last module,
however, is “DJJ Vault.”

This module is agency-specific and contains DJJ’s policies, procedures, and directives that are IT-
related.

Each title must be read and accepted by the user.

As noted at the top right-hand corner of the DJJ Vault screen you click on one of the “Titles” to
bring the document up.

@ hitps://sat.vita. virginia.gov - MOAT :: Awareness Tools for Business and Government - Microsoft Internet Explorer provided by V E]

D.JJ Vault _____'.——lolick an the title ofthe Policy to review I

v = Reviewed Policy © = Folicy to be Reviewed Group by: | MNone ¥ | sort by: | Title

Awareness
Creates

Description :

ciion of Computer Eguipment to the DJJ Metwork Divigian of Administration and The secury of the 03
~ dimn Qrrnvibe IDe mondd Dnr—w—swords IS Directi\"e ::I:R::;L]I:':‘:
Ings ”p thg document zation Adrninistrative Directive 02-00  Director of Administra] =7
IS Directive
_ R R e |S Directive Aapravad;
- Secu rlty Metwark Accounts - Creation or Changes IS Directive {5 Vi, Stephen Pullan
“ d I Fhysical Security for DJJ Laptops 15 Directive R, - N
oaules -- Reguesting Internet Activity Reports IS Directive Sk it ot 5 i
o H nauthorized Files on Metwork DrivesiSeners IS Directive Date: B20/0d
|nf0rmat|0n of Internet and Electronic Communication Systermns DHRM Policy Mo 1.75 i I .
e = I % 1F wou understand andghores 1o camply with fhis poicy, type AGREE i the box below an—]
vezz and Govemment - Microsoft Internet Explarer. (i afj¢dministration and )

~ AGREE
Tl Conretion of Comp nipment i the DL Hetwork
iption: Didsion of istrati L Operating Procedure 02.002 & ACCEPT * ANCEL

Privkable Versin

Awareness
Creates

Division of Administration and Finance

b "4
The DJJ Vault page
now shows a checkmark

Information Systems
— Security Modules —

Dinformation Secusity Operating Procedure

Dinternet Seeurity

OE-mail & Virsses

Mumber: 02-002.5 =
t fo the R d
e next io tne neviewe
SUBJECT: Connaction of Computer Equipment to the Department of Juverile Justice Network
A This procedure supplements Dirzctive 02-002.2, [itemet Access and Computer Utiizatian.

B. The Department of Juvenike Justice (D11) uses Windows 2003 Active Directary amana other taals o manage al users

Typing AGREE and
Clicking fh e A CCEPT i = ita.virginia.gov - MOAT : -1- areness Tooks for Business and dovernment - Microsofy
button brings up a :

Estration and Finance

confirmation OK button.

I IF pau understand and agree to camply with this polcy, type AGREE i the box below and clck the ACCEPT uttan, I

Agpravad:

Iaf e S B

W, Steghen Pulen, Daputy Directar far A

0 Internet

At the end of the document is the acceptance process. “If you understand and agree to comply
with this policy, type AGREE in the box below and click the ACCEPT button.”

When you do this a message will pop up saying “Click OK to confirm your acceptance of this policy.”
A checkmark will now appear next to the Title you have read and accepted.
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